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Our aim today 1s to address pressing
issues in cybersecurity while building
resilient mechanisms to safeguard digital
ecosystems.
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Types of Scams
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Dating and romance M{AMAHUEHIAIUN
Investment scams Mt ﬁ“Lm A0

Buying or selling m:ét\ngmr‘i

Threats and extortion ANYANHMILINGIMA
Job and employment MiiNi

Unexpected moneym;tij{ﬁ e e Ec%pﬁﬁ\{} <k
Fake charitiesf11]i I G &iAH M 1

Text or SMS unusyan SMS

Email and website ﬁfﬁm 811N G Ne
Phoneciain
1 -1

Cryptoc:urrencygﬁ' ti_‘l'ﬁ' FﬂL{QLﬁﬁ@

Social media, app-based and online messagingLﬁﬁgﬁJgﬁp mﬁjgﬁ ﬁiﬁﬁfﬁﬁiﬂ?ﬁﬁ?ﬁ

Samnfanimuieinfin

Attempts to gain your personal informationmif tnwiiifje gaumsifie 8m a'jgsmﬁ'jﬁﬁﬂ
u

Travel, prizes and lottery scamsm:téémﬁ: #ne Snmimimmma

EMAIL PHISHING SCAMS

Catchy subject line. @
Asks you to download an attachment or click
on a link.

Doesn’t address you by name.

Comes from a free provider email like
Gmail/Outlook.

Creates urgency to act now.



EMAIL PHISHING/PRIZE GIVEAWAY SCAM

File Home Send / Recerve Folder View Help Message Q@ Tell me what you want 1o do

o B B B[ B (BRI RS|D
. o | High mpostance. (!
Paste B I 2. A Address Check | Attach Attach Signature | Bee Read Check | Dictate | View
. I L A e e s e L Lowimportance Moud | Accesbilty |+ | Templates
Capoosra 5 Basic Text Names inchude Tage G 'Show Fieids| Speech | Acceiubaty | Voice | My Templates -
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o L 2bpe
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3 Sent ems .
R Congratulations!

Archive
Comversation History You have won a prize.

# .
Sk Earal Please download the attached file to see Instructions on how to claim.

NeMEss: i you cannot download the file please click on the below link and fill out your personal details.
Orphaned Emads ©
Outhex L CLINK ON THIS LINK NOW TO CLAIM  >>>>>>>> www.youhavewonaprize1122113311441155.com

Retrieved from Vaut
RSS Subscriptions.

Stationery a4

> Search Falders
Yours sincerely,
~ Geoups

Prize Gveaway Team
Vou hanre ot joimed amy geo. . y

1 Fake St, San Francisco,
94102, California,
usa

ey 1800 006 006
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Reme 16,867 Uneead 84 ANfolders are up to date.  Connected toc Microsoft Exchange ol = - 1 * N

ATO email

From: Australia Taxation Office <o e >
Date: 14/12/23 9:06 am (GMT+10:00)

To:

Subject: MyGov: Review Your Annual

Check the email
address itself.

Check spelling, grammar
and formatting.

Hello [—

We are pleased to inform you that your end-of-year income statement has been officially completed by your employer(s).

It is essential that you carefully review the income details. Click the link below to access your MyGov account.

DO NOT reply to this message. If you have jons, feel free to contact Australia Taxation Office.

Message reference: UE0OS6 Oevt ook B At

links!
Sincerely,

The MyGov Team. 3



Fake invoice sentto CAWC

cawcnsw@cambodianwelfare.ors.au

From: Wix.com Inc <info.hxg000ybwseb@urweiblich.com>
Sent: Friday, 7 February 2025 12:24 PM

To: cawcnsw@cambodianweifare.org.au

Subject: Your Wix payment method was declined

wlx Sender emailis not belonged Wix

There Was a Problem with Your Renewal Payment )
Amount is wrong format

Here are the details:

Transaction Date: February 7, 2025

Trancarti s Amsiinds 19 18 €
ransacuon Amount: 1£,10 9
Afe WM 3 vVl o ~N OV At wvour 'a ~redc card com AN s mc OVT 3 -
We encourage you to contact your bank or cre dit card cor pany for more information

Wix never sent the link to be
e

SCAM

OPTUS

Your detais need 10 be updated !

Does not address the

customer by name.

P.8: All clients who do not proceed with the verification of thelr

_' detalls will be suspended temporarity untl turther notice

coniBpmbedded link.
DON'T CLICK

ON [T!
Singtel Optus Pty Limited

Creates urgency 4




ATO EMAIL SCAM

From: Australia Taxation Office < >
Date: 14/12/23 9:06 am (GMT+10:00)
o e — Check the

Subject: MyGov: Review Your Annual Income Statement em‘jiif's‘;ﬂdress

Hello |—

We are pleased to inform you that your end-of-year income statement has been officially completed by your employer(s).

It is essential that you carefully review the income details. Click the link below to access your MyGov account,

DO NOT reply to this message. If you e questions, feel free to contact Australia Taxation Office.

Message reference: UE096

Don't click on

Sincerely, the links!

The MyGov Team.

Text message SCAMS #HH U ST fuld

W App: A friend from null has

N sent you a compliment!
[Aus Post]:Address label is not

recognised, post office delivery has Tap to view: !‘ttlnsr,-""(__
been suspended. Please correct it as arakotsis21791/bI9kp

soon as possible:
W App: A friend from null has
sent you a compliment!

AUTH-ATO Tap to view: hitp
arakotsis21791/mleat

Text Message

Monday 11:33

New notification in your
MyGov inbox, head to
httns://s to —
resolve. L 52jelz9 Missed Call: You have

a missed call. Caller left you a
: https://b i o

< Spam and blocked

ce9jpc Voicemail: You have 1
new Voicemail(s). Go to https:
fdevl.oneedsvoice.com/n.php?...




EMAIL PHISHING/PRIZE GIVEAWAY SCAM
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Dot Congratulations!

Archive
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Conversstion Mestory

You have won a prize.

Please download the attached file to see instructions on how to claim.

Junk Emaid
NEMES:S M you cannot download the file please click on the below link and fll out your personal details.
Orphaned Emails -
Outbox a0 CLINK ON THIS LINK NOW TO CLAIM >>>>>>>> www.youhavewonaprize1122113311441155.com
FRetneved from Vaul
RSS Subscriptions
Stationery oS4
» Search Folders Yours sincerely,
bt P Prize Giveaway Team
Vou hasve ot joined sy gro.. 1 Fake St, San Francisco,
34102, California,
USA
s 1800 006 006
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Electricity Email Scam

cawcnsw@ cambodianwel f-re.ora .au

From: Origin Energy <

Sent Thursday. 6 February 2025 12:05 PM
To: cawcnsw@cambodianwelfare org.au
Subject: Please confirm your refund!

Your Origin refund bill

Account number A-***"***16
Billing reference 6=*=*=04

Hi Valued Customer,

e e T [ Amounierna |
Origin is has been paid twice due
to a system error. $196 12

Please compite a claim to get the
refund.
— I
You can find copies of your earlier |
bills in My Account. Any questions,
send us an email
at hello@origin.com.au or give us
acallon 13 24 61.

All the best, 6
The Origin Team



10. Phone gm?g

Scammers often pose as
representatives of familiar
organizations, such as government
agencies, banks, or charities, to gain
the trust of their targets.
-l|||l-l--l||||-l-

AUTOMATED PHONE CALL/VOICE
MESSAGE SCAM
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1. Verify Claims: Always verify the authenticity of the

claims independently. Contact the organization or
department directly using official contact information.
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1. Set up multi-factor authentication

2. Install software updates regularly
3. Create strong and unique passphrase

STAY SECURE CAMPAIGE
Our Stay Secure Campaign 1s dedicated to raising awareness about the importance of cybersecurity in
today's digital age. By educating individuals and organizations on best practices, we aim to reduce the
risk of data breaches and cyber attacks. Join us in making the internet a safer place for everyone.
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Install software updates regularly to keep

your devices secure
mutsnnuifishlauninfuaandpdans slei8menifmn 8



Set up multi-factor authentication

Install software updates mfﬁﬁﬁﬁg?ﬁisiiﬁaﬁﬁmﬁmﬁ}ﬁﬁﬁrj

regularly to keep your L _
devices secure i‘&‘;]hmﬁ g8 8 i Rm N
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Create strong and

unique passphrase Strongand
unique passphrase
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Age

25.5%
26.4%
B Reports I
M Losses 21.0%
19.3% 18.6% ]
17.6 % 17.5% 17.4%)
14.6%
12.1%
5.6%
I 3.4%
08% ]
- 0% 2 =l L = -
Under 18 18-24 25-34 35-44 45-54 55-64 65+
Reports: 1,550  Reports: 10,508  Reports:27281  Reports: 32,735  Reports: 32,639 Reports: 32,367  Reports: 49,163
Losses: $360,000 Losses:$16m Losses: $57 m Losses: $91m Losses: $88 m Losses: $99 m Losses: §120m

ACCC

AUSTRALIAN COMPETITION
& CONSUMER COMMISSION




Top contact methods

33% 29% 22% 6% 6%

Text message Phone Email Internet Social networking/
79,835 reports 63,821 reports 52,159 reports 13,692 reports online forums

$28 million $141 million $77 million $74 million 13,428 reports

reported lost reported lost reported lost reported lost $80 million

reported lost

Top scams by loss as reported to Scamwatch

Investment scams
$377 million

I

Classified scams

Dating & $8 million
romance scams Remote @
$40 million access scams " o
il entity the ) .
@ $21 r:llllon §10 nfillion Online shopping
scams

False billing $9 million

$24 million i
Threats to life, Johs & ?
arrest or other |

$13 million smplshmcnt
Phising Srame
$24 million [ $9 million
1 2 3 4 5 6 7 8 9 10

13



EMERGENCE OF DEEP FAKES

They look real.

They sound real.

They can be based on a real
person.

But they are not real.

< HOW DO YOU SPOT A DEEPFAKE?.

+ BAD LIP SYNCING.

+ PATCHY SKIN TONE.

< BLURRED EDGESAROUND THE FACE.

+« STRANGE REFLECTIONS

Blurring, cropped effects or pixilation (small box-like shapes), particularly around the
mouth, eyes and neck

Skin inconsistency ordiscoloration

inconsistency across a video, such as glitches, sections of lower quality and changes in
the lighting or background

Badly synced sound

Irregular blinking or movement that seems unnatural or irregular

Gaps in the storyline or speech.

Unexpected requests for personal
or financial information.

Offers that seem too good to be
true.

Unusual or suspicious email

R eCo g n | VA I n g ~addresses a nd URLs.
Warning

Signs

Spelling and grammatical errors in

communications.




Top tips to avoid scams

STOP - Don't rush to act. Scammers will create a sense of urgency.

THINK - Ask yourself if you really know who you are communicating with? Scammers can
impersonate others and lie about who they are — especially online.

PROTECT - Act quickly if something feels wrong. If you have shared financial information or
transferred money, contact your bank immediately. Help others by reporting to Scamwatch .

1.

Preventative Measures

e Verify Claims: Always verify the authenticity of
the claims independently. Contact the organization
or department directly using official contact
information.

e Stay Calm: Do not let the scammer's threats
pressure you into making immediate decisions.
Take time to think and assess the situation.

¢ ReportIncidents: Report any suspicious activity
to the appropriate authorities to help prevent
further victimization of others.

e Educate Yourself: Stay informed about common
scam tactics and share this knowledge with friends
and family to raise awareness.

15



